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1. Nessus

Nessus EC/SEEA LY, WA b IR 45 S A J 1 i A4 BEAEH] o T 5E4T 1%
JU i K R R AN e 45 s e (Tl R AR 5% e i HE IR T
X B S TR hroot, S55E123456); JLURGE IR e xd H bR R4S 2%
IBAT RS AT 2 AR, AGE BT 24, SR AR A e
MG E, SR TR AN R IR

S5 53 4
Ot 5 EfPNessus bR A8 'E o IR ESER D BRI T HAE .
OMIRFTIT “File” — “Scan Assistant” HiEFH Hino

View Task Scope Report Help

Step 1: Task | Step 2: Scope | Step 3: Targets | Step 4: E-ecute

Tasks describe whkt wou want to do. You can use it to logically group
your duties by subject, frequency, location or anything else.

FPossible task names are:

- Weekly checks

- Customer XYZ

- Hosts of project ABC

You should also enter a comment further explaining the task.

Please enter a name for your task:

Lunhamed task ]

Comment:

| X mEw || @ e




BT NS5 1 4 PR

Global Settings

| Optians ]
= %] General Plugin selection
Mame Wwarning | active ]
Cradentials I alx Local Security Checks
@ Target selection I Backdoors
@ Access Rules P CentOS Local Security Checks i
| [ CGl abuses

=Y Prefs.
W re st -
ep 1: Task | Step 2: Scope | Step 3: Targets | Step 4: Execute |

Targets are the hosts and networks you want to scan in this scope
They can be entered in the following formats:

- simple hostname (for hosts in your LAN)

- fully gualified host name (e.q. www.example.com)

- IP adress (e.g. 192.1658.0.1)

- IP network (e.g. 192.168.0.0/24 or 192.168.0.0/255.255.255.0)
¥ou can enter several targets by separating them with a comma

Please enter the targets to scan:
[EEEREE] |

Wwarning: Please make sure you are allowed to scan these hosts!
Harmful checks are disabled by default, but some computers and
especially print servers have bugs which might crash them
Consider getting a written permission befare scanning important
servers which are in production

(4]

[ <= iR ] [ 3¢ HRIE (S ] [ é_ﬁﬁ:&@ ! Drisable all ]

| I Expand all 11 Collapse all ]

PR N EEAER AN e e A S
@i HiNessus i 55 43 Vi o

D ﬁ - Scope: unnamed scope (Task: unnamed task)
Mame L ower
Global Settings EID Messus Server »
I unnamed task Hosthame Port:
= unnamed task [1ocalnost | [1za1 [Z][ oeraun| R
authentication
Lagin: FPassword: B time

[root ] [l ]

SESL options

P same time:

Uze S5SL encryption ] Aauthentication by certificate
bhefore testing it
Trusted CA:
[raptressusscominessussCAscacertpem |[setect |

address

[ 2 i | [ Pwmzme |

SRR PN AR R

@ el

Setews amse SUupe e

O m | <

I
e |
|
|

Benai ort for scope: ui scope (Task: unnamed task)
EF MRS (D) aments | Ciptions | Report |
Bnet

ilobal Semngs
=~ unnamed task
< unnamed scope

P (S0-1cp) E
| & chargen (19sudpy i

o wnc (S900scp)

Infarmation about this scan

Messus wersion : 3.2.1
Flugin feed version @ 200805290402
Type of plugin feed : Releass

ERROR: Your plugin feed has not been updated since Z008/5/29
Farforming = scan with an older plugin set will yeld out of date results and
pradure an incamplete aodit Plaase rn nessus_opdate-plugins o get the
newest vulnerability checks from Messus.org

Scanner IM : 192.168.1.89
Fort scanner(s) : nessus_tocp_scanner
i

Report Werbosity : 1
Sare checks : yes
Sptimiza the tast : yas
Pz hosts - 20

FAS< checks : =

o s
Scan Start Diate : 200811419 16:29
Scan duration : 442 sec

4 A peAeril i i

2. Nikto

Niktose IR 1. DHRESR A K webd T P B AF, T LU & 3
PLEwebZRAL . THLA  FFE R H % Rrg MCG TR L R M EHL SRV ht tpis
S, PTRLACIS, RS I H Rl R 2 4 R . AR AT AR T, B EUALESRA



KITE, BINRZMSE. s HNSEE -, GRS 28 1PHbL; —p, 5
P44 —o, JEHCH4, AU SR E — AN SO, SHURZ, W)
UL -——helpk & .

SEAG 3B«

A E I _FINikto AR, 2 AniktofifEM H 3, HS1sBE.

PR ZEFHETP A 10. 1. 1. SIIWEBAR S5 4%, WU R 6 H - & N an R N 2

[root@localhost niktol# perl nikto.pl -h 10.1.1.5 —p 80
- Nikto v2.03/2.04

+ Target IP: 10.1. 1.5

+ Target Hostname: 10.1. 1.5

+ Target Port: 80

+ Start Time: 2008-11-21 0:44:00

+ Server: Microsoft-IIS/6.0
+ No CGI Directories found (use ’—C all’ to force check all

DA bJgxtweb 45 4% 10. 1. 1. SIEATHIRAAS I B /0 i 2L, v LA 4L
10. 1. 1. 53T Microsof t—11S/6. 0ffJweb R 45 2% . X1 L HIIX 45t 4, k] DA
H. /nikto. sheRPAT, UARX THERE ML, ©FHEEH A mLSMSEL.

= A B kel =8 135 L= TR

[root@localhost niktol# | /hikto.sh
EEATERREMAASIPRE 100,15
EHAMMEREEINHNEDOS 20
‘IEE#F]E » FERE

—. B (Ntop)

Ntop &Nk P 48 it 5 73 T R, B mT LA W04 1o 28 A FH 175 200 AN 4 0
THEALIG P 4847 58 VEAN Hh T 7R H R o Ntop e Wil 0 2 St A4, HERR 9 28 e
A EANPAE MR, P LAIE I 43 A 190 2% 0 12t SR A 5 9 4% 1A 100 4% Tl ) 2
DA B PERE TP Ntop AT 234 2t it i HLe b nl LA =g k) 4%
A B TR RIRE RS, A B U 9 25 o (AT HIE SRR T M 46 R &8 ik
A LA IR A T EANRE E I R S, o AT R AL AL,
# HIAE I H AR L, & AL EE A0 A% 33 R I ) [T 4% . Ntop 4k Trweb
W TORSACR IS I 4 it , O HAT BT, AER S A

L 53 #r -

OXiki i fntop ElbR,  HIBLAT T i :
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<@ - =p - & &) [ nitps1 27.0.0.1:3000¢ [~ @ %=
) Asianux
About Summary All Protocols (134 Media Liils Plugins Adimin [L5 ]
Traffic
Huits

Hetwork Load

Global Traffic Statistics

Hetwork Flows

N twor Intartar oty [Mame [Device| Type [Speed| ing Rate [MTU| IPVvE |
| etho | etho |Ethernet| | 0 [1514] 14 [192.168.1.83 |0 |

Local Domain Hame localdomain
Since Sat Mov 22 23:30:58 2008 [6:27]

Active End Hodes 11

Traffic Report for 'eth0' [switcn]

Dropped (libpcap) 1.4% | 2,189
Dropped (ntop) 0.0% | i)
Total Received {(ntop) 157,524
Tntal Parkets Processed 157 7

K4 ntopizAT Ftifi

@i%EFEsummary T [fhostsif 4 4% 47 I 75, ChostsEon R & BALKH
R, traf ficRRFEARTIM AR TR, network loadZ7m I 1M 4% 1 4k,
network flowR7/nHEA M4 B OL) W H K-

-} Host Information - Mozilla Firefox
HtE REE EFM BHG BFEE LED EB

(:ZI - |_'V‘.- - @ @ [._, hitt:1 27.0.0.1:3000¢hastsInfo.hitrml ]E] O #E |-

7 Asianux

Ahout  Summary  All Protocols  IP Media UWtls  Pluging  Admin (C) 1998-2005 - Luc:

k Host Information

Traffic Unit: [ Bytes | [ Packets |

Host Domain| IP Address MAC Address | Other Name(s) Bandwidth Nw Board Vendor
localhost [HetBIOS] p 192.168.1.69| 00:90:2745:01:86 ‘ INTEL CORPORATION
172.16.1.13 P 172.16.1.13 [ ]
172.16.1.50 g P 172.16.1.50 —
172.16.2.42 172.16.2.42 —
bridge sp. treefosi route:00:00:00 01:80:C2:00:00:00 Bridge Sp. Tree/0SI Rout
00:17:5A:85:D8:59 T# 00:17:564:85.0D8:59
00:17:5A:85:92:19 ¥ 00:17:54:85:92:19

K6 iEFEsummary I [FhostsiEI 15 Hr &5 1R
=. BIFEAHESPT (Wireshark)

1. wireshark faj4\

Wireshark J&— K D Ag am K B M 25 W il o0 A Bl gk T R, nILAAE
Linux. Solaris. SGI 2% F1-G181T. A LAFE—/NILE I 28 IR 5 T 6 Beda £
HEATHESERI A0 Hr, 10 LR RERS B bbb oA SL3E 0 e 264 F LLSE A A Dh g . AEH
Wireshark IR E P (02 /i, WAz oA HAA B AR (Pt g8, my DL SR Y
P&t . Wireshark 5 Tepdump AHALR L SERLI, I H vl LLAR J7 (8 Ho A7 it
O E I JEN . 2254 Wireshark FCE L JERN], Bt “Capture”
VEHL, SRJGIEFE “CaptureFilters...” SN, 47 JF” CaptureFilter” XJiGAE .



= =

= =
5] Ei Ethernet type 0<0806 (ARP) = kpression ][ %%%2@“ F R g |
Mo Broadcast and no Multicast
[%] Mo sARP ~
R telnet
IP address 192.168.0.1
1P anly

TCP only
UDF only

0| i e——————————————
HTTF TCP port (50)
Mo AaRFP and no DHNS

¢

Properties

Filter name: [icmp

Filter string: [icmp

e #Eeh 0D [ 2e mesicen | [ <P wammc |

K7 7 CaptureFilter” XJiHAE
PRA] AR $i 75 B2 15 B ok e MR DU Rl SR A B B o by R e B 4T e, 75
P, WA R ERE AN, W JELE “Capture” MEFARE,
Il “Interfaces”, Mg &f JG il LA HE /R BCS IR 1A

Eile Edit Xiew Go Capture Analyze Statistics  Help

= [ X @D E <« = =30 F 2 =

[ZIE"(EF! | | = |I = Expressinnl All]l.iu Scroll F'a\:.::cet List in Liv:a L

[ = Time Source Destination Protocol Info
TaTE 1 9. 19202 16 2. 180 1. =91 1=, 198, 1. 59 T SLOXT WS = S=Es [FSr, AR
8275 174. 14230 192. 168. 1. 89 172, 16. 1. 241 TCP 5906 = stgxfws [PSH, ACK]
B276 174. 14290 172. 16. 1. 241 192. 168. 1. 89 TCP stgxfws = 5906 [P3H, ACK]
8277 174. 15002 172. 16. 1. 241 19z, 168. 1. 89 TCP stgxfws = 5906 [P3H, ACK]
B278 174. 15801 172. 16. 1. 241 192, 168. 1. 89 TCP stgxfws = 5906 [P5H, ACK]
BZYS9 174. 18599 172, 16. 1. 241 132, 168. 1. 89 TCP stgxTws = S9B06& [P5SH, ACK]
SZ80 174. 17402 172. 16. 1. 241 12z, 168 1. 89 TCP stgxfws = S360& [PSH, ACK]
8281 174. 17407 192, 168. 1. 89 172. 16. 1. 241 TCP 5906 = stgxfTws [ACK] Seg=1
2282 174. 18203 172. 16. 1. 241 192, 168. 1. 89 TCP stgxfws = 59606 [PSH, ACK]
8283 174. 19002 172. 16. 1. 241 192, 168. 1. 89 TCP stgxfws = 59606 [PSH, ACK]
8284 174. 20557 172. 16. 1. =241 192, 168. 1. 89 TCP stgxfws = 59606 [PSH, ACK]
8285 174. 21402 172. 16. 1. 241 192, 168. 1. 89 TCP stgxfws = 59686 [PSH, ACK]

K8 Wiresharkd Hh & &
2. B Ao b
Wireshark 7] LLREAT P28 20Hts G0 10 70 A« ASrill, - bR T B0 408 DR 0 A A2
W%, T LR A KA I B S B A B P 3 R 8 P ) T s kAT o3
#ro MM wireshark, WJLAERFRMILE ISR, Hrm BifE fiRAt . 18 M 2800 B
Ho

LUBRAZ ML A B, cisco % H L5 i SWITCHED PORT ANALYZER, fij

FK SPAN, @it G AR AR
S0 B AR Y i
monitor session session number source interface interface—id [, |-] [both|rx|tx]

(1) session number, SPAN 25, 2950, 3550 FF} RANAZHHL M L Fr
A SPAN 2 & 2 4>, Bl 1 80 2.

(2) interface—id Y H 5, [, |-1Um R4S, R EEAZ 000 1,
ACHML AR A R D0, ATRA A Z AN, 24 <, 7 BT,
TG -7 R

(3) [both | rx | tx], WIEEIN, S&FEHE DLJEHG F8UA I (both) o AHEA
(rx) UK H (tx) B e, BRUE both,

0. A SPAN H 1)

monitor session session number destination interface interface-id
[encapsulation {dotlq [ingress vlan vian id] | ISL [ingress]} | ingress vlan
vlan id]

(1) interface—id H B [, LEm L9 HE DU 2 XA H ok H 25,

Uiy 15 AN BE A A B A U 1 PRV A



(2) [encapsulation {dotlq | isl}], Wik, e B 0k H ZLm e
AEH] 802. 1q Al isl H1%%, 44l H] 802. 1q I, X}FAHs VLAN ANHATHE, H
fil, VLAN J5728,  TSL U4 i 2

%= fE wireshark IR EARL, WE {ilter FFAMRE N H AT
Hmakyk, e T TAE. A R AT IR ARP Xy, WLAWE f i1 t e
riEfra rop NEESGEIE, AREHHTAEE, Hf i1t e riXEWT:

arp. opcode=0x2

PO, ¥ HE+H# (Nmap)

Nmap J& —aKF/ AT, B n] DOSAS [F] 18 R IR S5 AT 4. RIS
S TR AT B IR 4528 1 24 0] . Nmap v UG —AN 0L, el S —A M
B (192.168.2.2/24 53 192. 168. 2. 8% 192. 168. 2. 1-254) , fEELFrHH P,
A LIRS A R T E N EAFE IS8 S BTERSCAR PR R4 5
OEE S :

R iti 10 F I nmap 2558 H W %
® KMmap Front End v4.11 — 0¥
File Miews Help

Taryetis): [m l [Scanl @

5can | Discuver]Timing l Files ] Options ]

Scan Type Scanned Pors

[ S%M Stealth Scan =t l

Drefault s ]

Scan Extensions

[] RPC Scan 05 Detection [] ersion Probe

ou are root - ALL options granted. ’:

B9 g N EA R EALIP

7E scan KA EPIREHRIKA G, 7E Targets — R AREF /I E
ML IP BIRS o CHRSRAR B — 4L =LA N 10, 1. 1. 1-8 IXFhA% 20, SRR
f— MBI H A 10. 1. 1. 0/24 X F#E ) AR5 i scan Bl RJIEATHI4

@ JCASH
[root@localhost ~J# nmap —sT 192.168. 1.89
Starting Nmap 4. 11 ( http://www. insecure. org/nmap/ ) at 2008-11-19 12:52 CST
Interesting ports on 192. 168. 1. 89:
Not shown: 1660 closed ports
PORT STATE SERVICE
21/tcp  open ftp
22/tcp  open ssh
139/tcp open netbios—ssn
445/tcp open microsoft—ds
1241/tcp open nessus
3000/tcp open ppp
5801/tcp open vnc—http-1
“““ (ZH-sTR R T tep 720



DL RN EHL192. 168. 1. 89HEAT T faj st 434, nILLBERIETFE T

ftp. nessusZEARSS .



